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CPOtracker Quick Start Guide

Working with Recovery Item Documents

CPOtracker is a tool adopted by Loyola University Maryland used irBileeness Continuation/Disaster

Recovery process.CPOtrackeis a web based program that will store disaster recovery materials, etc., that are
0SAYy3a O2YLIX SGSR a LINI 2F GKS dzyA@SNARAGEQAa STT2NIa
the event of an emergency.

This document is intended to provide instruction on how to upload and manage your Recovery Item

documents using the CPOtracker software. Your supervisor will provide direction on determining the content,
format and organization of information to include in the CPOtracker system.

Logging In

In your browser (Internet Explorer, Firefox, Safari or Google Chrome) navidatpgd/cpohost.comto open
the CPOtracker Login page. Fill in the fields for Organization Name, Username and Password aec¢beding t
instructions in the screenshot below.

: In your browser, go to
CPOtracker Login Page (https:ﬂwww.cpohost.com
&open this Login Page
\_/’ Login to CPOtracke

Enter your Organization Name, User Name and Password below

use your full loyola e-mail
address, not just AD login

«ll CPO Tracker password %,

B Remember Organization and User Name | Change ord  Forgot Password

This is NOT your Loyola
password, butone
unique to CPO Tracker

Note that CPO Tracker is NOT
part of the Loyola computer
network so login info is
managed independently by
another company.

en resolutior
. For more information, pl

If you haveforgotten your passwordclickd C2 NA 2 (i t | a4 & ¢ 2 NRIEyoushgvaliffidtl®y loggh@ih y t | 3
for any other reasongontactOTS abts@loyola.edwr x5555.
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CPOtracker Home Page
@ Loyola University Maryland Remember

1
This title always to Log Out! <M
identifes which page
you are viewing

LOYOLA

UNIVERSITY MARYLAND Print Page  Help

System Functions LUCE“°”|Bﬂ|tImCYE.- Maryland v| Coordinator Mark Turnbull | ==

Team | Tech Services CPOtracker Test Team - | 2 Teams Accountable for Team: Suzanne Monthie Useful

Readiness Legend

Home
(] Click one of the links below or an item in the System Functions pan
BEELLET]

am Membe Y 3.455 Contacts Available; 41 Assigned To Team

navigate within the system descriptions

and How-Tos
in HELP from
every page!

You may be on multiple
teams. You can switch

between teams for viewing
& editing on most pages.

& 41 Team Members
~

[
< 3 Recovery ltems; 2 Past Due
=

( 0 Open Recovery Issues; 0 Past Due; 0 Closed

( 1 Call Tree Structures; 40 Taotal Calls; All information is current

The System Functions
Menu allows you to

easily navigate among
pages

( 0 Work Area Recovery ltems

( 1 Recovery Plan Structures

When you are finished, click the "Logout’ link to terminate your session.

Current User: sgmonthie@loy

Summary of System Functions

The following is a summary of the options on the CPOtradkene Page:

Contacts - allows for Contacinformation to be listed, added, modified and/or deleted.

Dashboard - allows for all information related to a specific Contact to be displayediakeld.

Team Members - manage Team assignments within a specific Locaffontacts are assigned to one or more Teams
related to the recovery effort.

Recovery Items - manage Recovery ltenassociated with a specific Team.

Recovery Issues - manage Recovery Issuassociated with a specific Team.

External Resources - used to defineExternal Resourcdbat may be needed to support the recovery effort.

Call Tree Structures - used to manage Call Tree Structurdstails of the emergency phone tree.

Recovery Locations - to specifyany Recovery Locati@ssets and resourcesdins) for individual Teams (or the Location as
a whole) that will be needed in case they have to relocate to another location.

Recovery Plans - used to define the structure of Recovery PlémsTeams defined to the Location.

Reports - provides the user with a selection of Reparteated from builtin structures, such as the Call Treéich may be
printed, viewed oHine, emailed, and/or exported to a variety of formats including PDF, HTML and Microsoft Word.
System Utilities - provides access to a number gitem related functions such &scation and Team definition,
Organization settings and terminology, General System Codes definitioMaatg. of these options allow CPOtrackerbe
tailored to meet the organization's specific needs.
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Recovery Items

A critical step in using CPOtkac for disaster recovery is adding Recovery lteffRRecovery Item is a specific
item that will be needed to assist in the recovery effort in the event of an emergdrRegovery Iltems are most
commonly physical items (documents) that are storedsiti, but they can also be a task or reminder of
something that needs to be donAt Loyola, we focus oocument Recovery Items, though there are other
types available in the software

Recovery Item List

Clicking on th&ecovery Items option on the home page or on the CPOtracker menu bar will cause the Recovery
Item List page to appearhis page displays a list of all Recovery Items that meet the selected criteria specified
at the top of the screen (in the Location and Team seledtalds).Recovery Iltems are displayed by order of

Team and then Recovery Item Number within TeBmm here, existing Recovery Items may be selected for
displayandyou may updater enter a new Recovery Item into the system.

CPOtracker Recovery Items List . .
Loyola University Maryland

LOYOLA

UNIVERSITY MARYLAND

Switch between lists Recovery ftems List
for different Locations .
and Teams

PrintPage Help

Location|Ealtimme, Maryland \ v| New Recovery ltem Click to upload a
System Functions d =
X — . ocument & add itas a
Team | Tech Services CPOtracker Test Team - | Type | (all -

Recovery ltem

changedisplay
info or filter list
with these options

:—Ioml_e [ Priority Code Critical System AssignedfTo Citem-D [ past Due Cnly [T Archived Items Cnly

Display ltems for the following Critical System | (all) - |

3 Recovery Items in the List Mumber of ltems to display on one page

Last Next Days Past
Update Update Due

Item Desc Critical System Type Assigned To

test Business Document Turnbull Mark  9/8/2010 915/2010 208
Continuity -

Testcase Business Document Turnbull, Mark  9/8/2010 ¢ 10812010 185
Continuity

out C raf r

~ Test document for CPO Tracker Monthie
Each recovery ltemis Document o vanne

assignedan ID ‘B

number. The item list

32472011 @ 302312012

AN

Assigned o is rrent User: sg

is sorted by ltem ID. Click page ) The display area shows

. fied wh
C_Ilc_k an ltem ) numbers to thseﬁ::H?s ::e:tr;d key information for each
Description to open its navigate a and can be any Recovery Item in the list.

Details Page and view
or Update the ltem.

multi-page list
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Click on this button in the upper right corner of the Recovery Items List to displ®&gtheery Item Detail
screen with all fields cleared and ready to create a new Recovery Item.

LOYOLA

UNIVERSITY MARYLAND

CPOtracker Recovery Item Detail Page

Loyola University Maryland
Recovery ltem Detail

Print Page Help

| Save

Cancel

Add Copy Delete Move Member Detail Plan Structure Generate Plan

descriptive title
| for the new Item

Select an update
frequency (daily-
annually or as
needed) and
responsible party
from these drop
down menus

When finished
entering details for
this Item, click Save.
Made a mistake or do
not want to add this
ltem? Click Cancel.

Technology Training Center

https://loyola.edu/training

# Description |Test Doc3

Priority |2 - Could Significantly Delay Recovery

Detail
Description

Comment

These file formats
can be interpreted
by CPOtracker for
entry in the
Recovery Plan

Fields in Aqua
are REQUIRED

- | Team | Tech Services CPOtracker Test Team

Location | Baltimere, Maryland

Be sure the correct Location & Team are selected !

Type |Decument -

Critical System | Business Continuity

Click arroy for options
+| & select one

ki |

,,\, ¥ | Business Continuity |
Update Freq |Manthly astUDdate 4/28/2011 + MedUpdate SE8R0IL T [E % | picicier Mitigation
Assigned To [Smith, Jessica Email
[ storage Section / Pandemic Planning & Response
— HIPAA Compliance
Storage Location Click to use the calendar ' { Sarbanes-Oxley Compliance
Recovery Destination to S_EIECt the date of Inventcr_.' T
creation (or last update) -
Secondary Location n
) - Then, click@ to auto- S—
Tracking Status calculate the date of the User Name
Next Update
[=] Associated Document Section @ \_ P Select.-
Document | -
2 - Could Significantly Delay Recove
Upload Document : i e 2
Available for Plan | Current Team only -
Brief description of the contents and use ofthis document -

/I‘.Iick Browse to navigate L
to the file to upload, then
click Upload

Document will be Uploaded to the following location (Target):
1163935-2\Loyolal
arget field is auto-filled - do NOT edit

Specify the Document/File to be uploaded and associated with this Recovery Item (Source):

Cancel

Documents with the following extenslons may be assoclated with Recovery ltems:
BMP,DOC,DOCX GIF HTM,HTML JPG,MDB,PDF PNG,PPT,PPTX PUB,RTF,TIF, TIFF, TXT VSD XLS XLSX ZIP

Browse...

Documents with the following extensions may be incuded in Recovery Plans:
BMP,DOC DOCX,GIF, HTM HTML JPG PNG.PPT.PPTX,PUB,RTF, TIF. TIFF TXT,VSD XLS XLSX,PDF

The maximum size of a document or file that may be uploaded id 30720 KB
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Location and Team™* - indicatesthe Location and Team for which ReepyItems are being displayed.

Item Description* - This isa short description of the Recovery Item to allow you to quickly identify the. Tdmaltem
Descriptionsare displayed in the Recovery Item List.

Item Type* - Select froma list of the differentypesof Recovery Items that have bedefined by the System

Administrator Example®f types of Recovery ltems includ8torage IltemDocument Task/ReminderDocument is the

most common Item Type used.

Priority* - The Prioritydrop-down box contains a list of priorities that may be assigned to the Recovery Tteecontents

2F GKA& FTASER IINB 0O2f 2NJ 02 RS RThe tfirde leSelslaffptiodith andtheiil dsBciated S Y Q& |
colors are 1 - Red- HighestPriority; most critical for affecting recoverg - Yellow- Middle level Priority 3 - Blue Lowest
Priority; least critical for affecting recoveryhe Priority should be assigned to the Item based on its importance to the
¢SHYQA YA aatothektits igcBvery @spdndibilittes

Recovery Item Update Frequency* - The Update Frequency field is used to specify how often the Recovery Item is to be
updated in offsite storage.The values that appear in this dr@mwn box are defined in theRecovery Item Update
Frequency Codeésection of the General System Codes (accessed from the System Utilities menu).

Date of Last Update - The "Last Update" field is used to indicate the date the Recovery Item was most recently updated.
When the Item hadeen storedthenthat date is etered in the Last Update field

Date of Next Update* - The "Next Update" field is used to indicate the next date the Recovery Item should be updated in
storage. This field is used to determine whether the Recovery ItetR#&st Due!'This field is automatically updated when
the Date of Last Update field is changed, according to the value in the Update Frequency field. For example, if the Last
Update field is changed to 9/1/2011 and the update frequency field has a spgoificd 6 months, when the user leaves

the Last Update field, the Next Update field will automatically be set to 3/1/2012.

AssignedTo-¢ KS £¢1 aaA3dIySR ¢2¢ FASER Aa dzaSR G2 AYyRAOIFIGS GKS LIS
Item. This dop-down area contains a list of all contacts in the system that are assigned to one or more teams.

Storage Location Fields - These fields collectively define exactly where the Item is physically stored. For physical storage
items, you should always setean entry in the Storage Location dralown box to indicate the location of where the
Recovery Item is storedNVe are not currently using this type of Recovery item.

Associated Document - Each Recovery Item may have an external document associated with it. The types of documents
allowed to be associated with Recovery Items are specified by a system configuration paraitieter of system

installation.

* denotes required fields
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Add New Recovery Item to the Recovery Plan

Onceyou have created a new Recovenyniteand uploaded the document, the Itefwhich includes the full
document)needsto be added tothe Recovery Plan StructirMore than likely, your supervisor will complete

this task her/himself but these instructions are included in case she/he has requested that you perform this

task. The Recovery Plan Structure defines the content, format and order of items in the Recovery Plan. The
Recovery Plan is a single document that eimg all items (with full contents of documents) and reports that

KIS 0SSy AyOtdzZRSR Ff2y3 gAGK | ¢l oftS 2F /2yiSyidao
button at the top of the Recovery Plan Structure Page.

Recovery Plan Structure

Loyala University Maryland

. | oo —
Bt contents ™ View the st of .
orthe Recovery Plans Recovery Plan Structure

Recovery Plan
Structure PrintPage  Help

| Plan List Copy Structure Dle ucture Eha@ﬁenerata Plan

Edit

System Functions

Location | Baltimore, Maryland - | Team | Tech Services CPOtracker Test Team ** -

[#] Generation Parameters and Summary Fieids Structure last update: 3/24/2011  Plan last generated: 5/8/2011 ﬁ

There are 8 items in this Recovery Plan

TOC
Indent

ltem Type Description Detail Description

Front Cover and Table of Front Cover for the Recovery Plan and Table of Contents
Contents

TOC TOC Description 1
TOC TOC Description. . 1

Detail report of Contact information and their Team Assignments, 4

Rpt Contact Detail, by Name sorted by Name

TOC TOC Description...

Rpt  Call Tree, by Team Team Call Tree Report, by Team Member 1
Rpt  Call Tree, by Name Team Call Tree Report, by Caller Name 1
e
Doc Efgiﬂgcumen”‘”cpo Tracker 1639352\ oyola\CPO tracker training testi1ldocx 1 )

The default is to
list Team
Documents, but
you can view &

1 TOC Indent Level Select All ltems Add Selected ltems to the Structure add documents &J

Items to be displayed: Mone @ Team Related Documents All Documents All Reports

There is 1 item available to be included in the Recovery Plan for this Team
y =" y - reports from
Select ReportiDoc Description Detail Description
other teams as

well

-
Dor. TestDoc2 WIG63935-2\Lovola\CPO TestDoc 2.docx

X —:

Add Selected Items to the Struaure

Ed\t Plan List

o Vg
P

monthie@loyola.edu

To add this new document to the Recovery
Plan:
1. Click Edit
2. Check the select-box of the item
3. click "Add Selected Items to Structure”
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Edit or Update an Existing Recovery Item

From theRecovery Items List Page, dick onthe Recovery Item Descriptidar the itemyou wish to update from
the Recovery Itemkistto display theRecovery Item Detail screenfor that item. Make desired changes,
including uploadig a new version of the document

Update a Recovery Item: View Recovery ltems List
LUyUla Jniversity Maryland

LOYOLA

NIVE N i
UNIVERSITY MARYLAND Print Page  Help

This section has

Mew Recovery ltem

Logation | Baltimore, Maryland

Team | Tech Services CPOtracker Test Team] E Tioe options for
Priority Code ¥| Critical System V| assigned-To Item-1D Past Due Only Archived ltems Only Choo_smg filters
) & displayed
Display tems for the following Critical System | (al) - |

columns in the
Recovery ltems

6 Recovery ltems in the List Number of tems to display on one page 14

Last Hext Days Past
] . Cntical System 3 p D
ltem Desc Critical System  Type Assigned To Update Update Due

R .

Click on the Recovery }
Item Description to

open it's Details Page

This Item was last updated on 4/18/2011
and was scheduled to be updated on

4/19/2011 so is now out of dater .
Update is 22 days late!
(B:ii‘t?neus;tsy Document Turn:u\mkw_v—mmmrm\‘m_’

Test document for CPO Tracker Document Monthie.
Iraining Suzanne

41912011 22

T

312412011 ¢ 32312012

testlask2 Update a Recovery Item: View Recovery Item Detail

Loyola University Maryl

Notice this form is the same
form used to create new
Recovery Item, but with fields

completed.

Close
without
saving

Recovery ltem Detail

LOYOLA

UNIVERSITY MARYLAND

Edit Close | Add Copy Delete Move Member Detail Plan Structure Generate Plan |

i i Location | Baltimore, Maryland v] Team| Tech Services CROtracker Test Team -]
Click Edit to
update this item tem Test Doc 2 *]  ID=832 This Team has 6 tems on file
Description [Test Doc 2 Type | Document
Priority 2 - Could Significantly Delay Recovery Critical System | Disaster Mitigation
Update Freq  Daily LastUpdate MNext Update
Information Assigned To | Wielgosz, Marion -This Item is 22 days past due--

[=] storage Section

Storage Location

Recovery Destination Inventory

Secondary Location

Tracking Status Date User Name
(= Associated Document Section ‘@
Dacument CPO Test Doc 2.docx

The filename of the
previously uploaded
document

Upload Document

Available for Plan | Current Team only Last Modified: 4/18/2011

IThis Item is not referenced in any Recovery Plans

just another test doc for training...

Detail
Description

Gomment [my comments

Edit Close

Current U:
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Update a Recovery Item: Edit Recovery Item Detail - -
Ea Close Jniversity Maryland

buttons become Recovery tem Detail

LOYOLA Save, Cancelin

UNIVERSITY MARYLAND Edit mode. PrintPage  Help

Cop; Delete Move Member Detail Plan Structure Generate Plan
System Functions _

Location Team
Home

Description \Tesl Doc2 Type | Document v

Priority |2 - Could Significantly Delay Recovery -] Critical System | Disaster Mitigation -
Update Freq LastUpdate 4/18/2011 [ T MNext Update 4/19/2011 [ @
Information Assigned To Wielgosz, Marion - _This Item is 27 days past due., DTOpdowns &

calendar are
now available in

Storage Location | - | | - | | - ‘ | Edlt SCI’EEI‘I
Recovery Destination| v‘ Inventory " T

(= storage Section

Secondary Location ‘
Tracking Statusl v| Date =] T UserName

E Associated Document Section @

f_ File name & location on
Document ‘h'.153‘335—ENL01'0\GMCF’G TestDoc 2.docx CPO server of the existing
document

Document will be Uploaded to the following location (Target):

[\163935-2\Loy - - Select one of these
629 I'wa@cument location on CPO server- Do NOT edit options if the updated

Allow document name change and delete the existing document from the server dOCUIT_IErIt_ name for this
et Item is different from

the original

Allow document name change but DO NOT delste the existing document from the s

Specify the D [File to be uploaded and iated with this Recovery ltem (Source)

Corens))

Browse...

Click Browse to navigate
to the file to upload, then
click Upload

Documents with the following extensions may be associated with Recovery Items:
BMP DOC, DOCX, GIF,HTM,HTML JPG MDB,PDF PNG,PPT PPTX PUB,RTF TIF TIFF TXT VSD XI

Documents with the following extensions may be included in Recovery Plans:
BMP DOC, DOCX,GIF,HTM,HTML JPG PNG,PPT PPTX PUB RTF, TIF, TIFF, TXT VSD,XLS XLSX PDF

The maximum size of a document or file that may be uploaded is 30720 KB

Note Wamings v << Warning: Use care when changing this document as it is used in one or more Recovery Plans >>
about

references to

this document

Available for Plan | Current Team only - | LastModified: 4/18/2011

There is 1 reference to this ltem in the Recovery Plan section for the following Location/Team:
Baltimore, MarylandTech Services CPOtracker Test Team

[®] [justanothertest doc for training...
Be sure to Detail
Save Description ]
changes! Comment [my comments

Save Cancel

Current User: sgmonthie@loy

Please reference CPOtracker help for more detail on the features described in this document and much more.
Your supervisor shoularovide direction on determining the content, format and organization of information to
include in the CPOtracker systefor further assistance with the CPOtracker software, please contact the OTS
help desk at x5555 or ots@Ioyola.edu.
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